
E9: 309 ADL 21-12-2020

http://leap.ee.iisc.ac.in/sriram/teaching/ADL2020/ 

http://leap.ee.iisc.ac.in/sriram/teaching/ADL2020/
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Housekeeping

✴Midterm project II presentations 

➡Done during Dec. 29,30th  

➡ Same format as previous evaluation 

✴Midterm project III  

➡Abstract submission deadline (Jan 10th) 

✓ Evaluation after final exam (1st week of Feb) 

✴ Final Exam (as per IISc schedule) 

✓ Jan 22nd afternoon!
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Recap from previous lectures 

✴Analyzing trained neural networks 

✓ Hierachical representations  

✓ Activation maps to determine saliency 

✓ Incorporating attention mechanism for improved explainability 
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Today’s lecture

✴Advancing deep learning models 

✓ Causal inference and structural causal models 

✓ Pruning based analysis of deep learning 

✓ Adversarial attacks 
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Causal inference 

✴Causal inference 

➡Deriving the causal connection between conditions that cause an effect. 

✴Three levels of causation 

➡ association Seeing and observing the environment. 
Is the incidence of lung cancer higher among smokers?  

➡ intervention Doing and intervening in the environment. 
How do we reduce lung cancer? What is the effect if we ban cigarettes?  

➡ counterfactuals Imagining, restrospection, understanding the 
environment. What if I had not smoked for the last two years? 
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Causality 

✴Causality can be modeled using random variables and conditioning  

✴On an intuitive level, the idea is that the factorization of the joint distribution 
P(Cause, Effect) into P(Cause)*P(Effect | Cause) typically yields models of 
lower total complexity than the factorization into P(Effect)*P(Cause | Effect). 

✴Causal inference can be described using directed graphs 
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Causal modeling - example 



E9:309 Advanced Deep Learning

Principle

✴Reichenbachs common cause principle  

✓ If two random variables X and Y are statistically dependent (X ⊥̸̸⊥ Y), 
then there exists a third variable Z that causally influences both. As a 
special case, Z may coincide with either X or Y . Furthermore, this 
variable Z screens X and Y from each other in the sense that given Z, 
they become independent, X ⊥ Y |Z. 
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Causality in today’s context 

✴Suppose a pharmaceutical company wants to assess the effectiveness of a new vaccine on 
recovery from a given illness. This is typically tested by taking a large group of 
representative patients and randomly assigning half of them to a treatment group (who 
receive the drug) and the other half to a control group (who receive a placebo). The goal is 
to determine the clinical impacts of the drug by comparing the differences between the 
outcomes for the two groups (in this case, simplified to only two outcomes - recovery or 
non-recovery). We will use the variable X (1 = drug, 0 = placebo) to represent the 
treatment each person receives and Y (1 = recover, 0 = not recover) to describe the 
outcome. 
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Structural Causal Equations 

✴Example of two variable causal model
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Structural Causal Equations 

✴Example of three variable causal model
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Causal inference and deep learning 

✴Visualizing deep networks 
as directed graphs. 

✴ Layers form dependency 
graphs 

✴Explicit computation of 
probabilities are often 
intractable 

✴Need for heuristics and 
approximations. 
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Pruning based approach to analyzing/compressing
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Pruning based approach to analyzing/compressing

✴Removing connections of a learned neural 
network 

➡Analyzing the effect of this intervention on 
the output of the model. 

✓ Example of intervention based causal 
model analysis. 
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Pruning based approach to analyzing/compressing

✴ Input data and targets  

✴Model parameters  

✴Error at the output  
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Pruning based approach to analyzing/compressing

✴Problem formulation  

✴Oracle pruning 

➡ Identify each parameters and its relevance to the output score 

➡Arrange them in increasing order of relevance 

➡Preserve only the most relevant. 

➡Computationally complex 

<latexit sha1_base64="wDqUt9JXd4XmVjTXDERANxQrN/k="></latexit>
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Pruning for neural network analysis

✴Minimum weight criteria  

✴Output activation based 

✓ Mean or standard deviation of the output activation 

✓ Average percentage of zeros 

๏ Useful in networks with ReLU activations 
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Pruning based analysis of neural networks 

✴Taylor series expansion based 

✴Criterion for pruning feature maps 
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Pruning based analysis of neural networks 

✴Correlation with oracle pruning 
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Pruning based analysis of neural networks 
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Adversarial Examples and Explainability 
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Adversarial examples and learning 
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Adversarial attacks and model defenses

✴Examples that fool the model  

➡Using a trained image classifier published by a third party, a user inputs 
one image to get the prediction of class label. Adversarial images are 
original clean images with small perturbations, often barely recognizable 
by humans. However, such perturbations misguide the image classifier
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Types of Adversarial attacks 

✴ False positive attacks generate a negative sample which is misclassified as 
a positive one (Type I Error). In a malware detection task, a benign software 
being classified as malware is a false positive. In an image classification 
task, a false positive can be an adversarial image unrecognizable to human, 
while deep neural networks predict it to a class with a high confidence 
score. 

✴  False negative attacks generate a positive sample which is misclassified as 
a negative one (Type II Error). In a malware detection task, a false negative 
can be the condition that a malware (usually considered as positive) cannot 
be identified by the trained model. False negative attack is also called 
machine learning evasion. This error is shown in most adversarial images, 
where human can recognize the image, but the neural networks cannot 
identify it.  
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Types of Adversarial attacks 

✴White box versus Black box  

✴Targeted  versus Non-targeted 

✴One-time versus many time 
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Simple adversarial attack

✴ Fast Gradient Sign Method 

✴Move in the direction of the gradient ascent  

✴Other similar rules - gradient value based adverasarial learning  

<latexit sha1_base64="/x4s3CQKC4u2mlIOQdXvaEcueJk="></latexit>
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Simple adversarial attack

✴ Fast Gradient Sign Method 
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Adversarial examples 
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Adversarial examples in text 

✴Using similar methods to gradient 
based update. 

✴Adding sentences confuses models 
which will typically not confuse 
humans
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Adversarial attacks 

✴Understanding adversarial attacks 

✓ Allows explainability  

✓ Build defenses to these attacks


